«OCTOPOKHO, MOILIEHHUKH | »

B ycnoBusix pazsutus udpoBOi IKOHOMUKH, SJIEKTPOHHBIX IIATEKHBIX CUCTEM
[IEPCOHAIBHBIX JJIEKTPOHHBIX YCTPOMCTB U VIHTEepHETa CTPEMUTEIBHO BO3POCIIO
KOJIMYECTBO COBEPIIIEHHBIX C UX UCTIOIb30BAHUEM MPECTYILICHUM.

CoBepllleHHIO JTaHHOW KaTeropuH MPECTYIUICHUH CMOCOOCTBYIOT JOBEPUYHBOCTH
rpakJiaH, HEJOCTAaTOYHAs MX OCBEAOMJICHHOCTh M MPEHEOPEKUTETLHOE OTHOIICHUE
K 2JIEMEHTapHBIM MpPaBUIaM O€30MTaCHOCTH.

Jna  npenynpexacHus IPOTUBONPABHBIX JEHCTBUM MO JUCTAHLIUOHHOMY
XHIIEHUIO JICHSKHBIX CPEJICTB BAXKHO 3aIIOMHUTH CIIEYIOIIEE.

Cotpynnuku 0aHka 1o TenedoHy WK B DJICKTPOHHOM MUChME HE 3aIpaliuBaroT:

® [IepCOHAJIbHBIC CBEJACHUS (CEepUsi U HOMEp TMacmopTa, aJpec pPerucTpaluu,

uMs 1 paMUITUS BJIQJICIIbIIA KAPThl);

e pekBu3UTHI, cpok neictus, [IMH- u CVV-koab1 6aHKOBCKUX KapT;

o maponu wik koAbl U3 CMC-cooOmieHuil ais MmoAaTBEpk AeHUS (PUHAHCOBBIX

oTieparfii I UX OTMEHBI;

e JIOTWH W TapoJib JJIsl BXO/1a B JIMYHBIA KaOWHET KJIIMeHTa OaHKa.

CotpynHuku 0aHKa TaKXKe HE MPEJIararor:

® YCTAaHOBHUTh MPOTPaMMbl YIAJEHHOTO JOCTyma (WM WHBIE CTOPOHHUE
MIPWIOKEHUS) HAa MOOUJILHOE YCTPOMCTBO W Pa3pelIUTh MOAKIIOUEHUE K HUM
MOJT MPEIJIOTOM TEXHUUYECKOU MOIEPKKU (HaIpuMep, yAaJICHHUE BUPYCOB);

e nepeiitu o cepuike u3 CMC-coobieHus;

e BKJIIOUUTH Iiepeagpecaldio Ha TeledOHEe KIWEHTa [Jii COBEPIICHHS
B JaJbHENIIIEM 3BOHKA OT €ro MMEHHU B OaHK;

® [I0JT UX PYKOBOJCTBOM II€PEBECTH IS COXPAHHOCTU JICHEXKHBIC CPEIICTBA
Ha «3AIUIIEHHBIEY» WIN «0€30IMacHbIEe» CUETa;

e 3aiiTh B OHJIaliH-KaOMHET 10 cchuike 3 CMC-coobmenuss uim JIEKTPOHHOTO
MChMa.

bank MoxeT MHUIIMMPOBATH OOIIEHHE C KIMEHTOM TOJIBKO IS KOHCYJIbTAIlui
o TpeaocTaBiIsieMbIM yciyram. [Ipu 3TOM 3BOHKHM COBEPIIAIOTCS C HOMEPOB,
yKa3aHHBIX Ha OOOpPOTHOM CTOpPOHE KapThl, HA O(HUIMAIBHBIX caliTax MU OAHKOBCKHX
TOoKyMeHTax. MlHbIe HoMepa He UMEIOT HUKaKOI'0 OTHOIICHUS K OaHKY.

UtoObl HE CcTaTh JKEPTBOM JUCTAHIIMOHHOT'O MOIIECHHUYECTBA CIEIyeT
HCIIOJIb30BaTh TOJBKO O(PHUITHATbHBIC KAaHAIBI CBS3H.

e (GopmbI 0OpaTHOM CBS3M Ha caliTe OaHKa U B MOOMJILHOM IIPHIIOKCHHH;

e TteneOHBI TOPSYNX JTUHUM,

® TPYIIIBI WX YaT-00THl B MECCEHKEpaXx (€CIIM TaKOBBIC HMEIOTCS ).

BaxxHO MOMHHUTB, YTO MOOMJIBHBIC TNPUIOKCHUS OAHKOB CIEIyeT CKAYUBaTh
gyepe3 opunmanbabie Marasuasl (App Store, Google Play u t.1m.).

HeoOxoauMo yduThIBaTh, 4YTO JIep)KaTellb KapThl 005S3aH CaMOCTOSTEIHHO
obecreunTh KOHPUICHITMATbHOCTD €€ PeKBU3UTOB U B 3TOM CBSA3U U30erath:

® MOAKIIYECHHUS K 001mea0cTynHbM cetsam Wi-Fi;

e wucnonp3oBanuss [IMH- wim CVV-komoB mpum 3aka3e TOBAapOB M YCIYyT

yepe3 cetb «MIHTepHeTy, a Takxke 1no tenedony (pakcy);
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® COOOIICHUSI HAa3BaHHBIX KOJOB TPETHUM JIUIAM (B MPOTHUBHOM Cllydae J0ObIe
orepalu, COBEPIICHHBIE ¢ UX UCIOJIH30BAHUEM, CUUTAIOTCS! BBIMOJHEHHBIMU
CaMUM JiepKaTesieM KapThl U HE MOTYT ObITh OIPOTECTOBAHBI).

[Ipu wucnonb3oBaHUM OAHKOMATOB OTAaBalTe NPEANOYTEHHE TEM, KOTOPHIE
YCTaHOBJICHBI B 3aIlIUIIEHHBIX MECTaX (HAIIpUMeEp, B TOCYUPEKICHUSIX, oprcax OaHKOB,
KPYITHBIX TOPrOBBIX IIEeHTpax). llepen ero mcmoiapb30BaHUEM, OCMOTPUTE U yOEIUTECH,
YTO:

® BCE Ormepaliy, COBEPIIaeMbIe MPEABIIYIIIUM KIMEHTOM, 3aBEPIICHBI,

® Ha KJaBUAType U B MECTE JJIs MpUeMa KapT HET JOMOJHUTEIbHBIX YCTPOUCTB;

® OTCYTCTBYIOT HEMCIIPABHOCTU U UHBIC TIOBPEIKICHHUSI.

Cosepiiiasi ornepanuu, HE MNPUCTYIIUBAWTECh K COBETAM HE3HAKOMBIX JIFOJACH
U HE IPUHUMAMNTE UX TOMOIIIb.

[Ipu wucnosp30BaHUM COTOBBIX TelepoHOB (cMapTPoHOB) colOmroanTe
CIEYIOLINUE MpaBUIa:

® MpU YCTAHOBKE MOOWIBHBIX MPUIIOKEHUNW oOOpalaiiTe BHUMaHUE Ha
MOJIHOMOYHS, KOTOPhIC OHHU 3alpaiivuBaioT. byjapTe OCOOEHHO OCTOPOXKHBI,
€CIM TIPUJIOKEHHE TPOCUT TpaBa Ha YTCHUE aJPECHOW KHUTH, OTIPABKY
CMC-coo011eHnii 1 MHBIX YBEIOMIJICHUHN, TOCTYN K ceTu « IHTepHeTY;

® OTKIIYUTE B HACTPOMKAX BO3MOXXHOCTh HCIIOJB30BaHUS TOJOCOBOTO
yIpaBiI€HUs MPHU 3a0JI0KMPOBAHHOM JKPAHE;

e He mnepexoauTe 1o ccbuikaM u3 CMC-yBenomileHMid, pa3IUYHBIX YaTOB
U MECCEH/DKEpOB, He YOeIMBIIUCh B HUX JOCTOBEPHOCTH (Tepe3BaHUBANTE
JIOSIM UX TIPUCIIABIINM);

e HE TMEPEUUCIANTE JEHEKHBIE CpPEACTBA 3HAKOMBIM, POJICTBEHHUKAMU
U OJM3KUM JMIIaM HAa UX TMPOChObI O TMEpeBOJE JEHEKHBIX CpPEIICTB
n3 CMC-yBegomieHuH, Pa3INYHbBIX JaTOB u MECCEHKEPOB,
HEe yOemuBIIUCh B HMX  JIOCTOBEPHOCTH  (IIEpE3BaHMBANTE  JIIOIAM
UX TIPUCTIABIINM);

[Ipn ©cnoNb30BaHUM MHTEPHET-CEPBUCOB, B TO YMCIIE JJISI MOKYIKH U MPOJaXKU

TOBapoOB U OKa3aHus ycayr (AButo, FOna u T.11.) 3alOMHUTE Ppsii NPOCTHIX MPaBUII:

® CHOJIb3YITE CpencTBa OOIIECHMS], IPEIOCTABICHHBIEC IAHHBIMU CaliTaMu;

® HE MEPEeXOJWTh Ha «HHIUBHUAYyaTbHOE» OOIIEHHWE C TMOCTOPOHHUMH JIMIIAMH
C UCTIOJIb30BaHHUEM JINYHBIX HOMEPOB TeIe(OHOB;

e HE I[epelaBaliTe CBOM IMEPCOHAIbHBIE JaHHblE, B TOM YHCIa aJpec
NPOXUBAaHUSA, KOHTaKTHbIE TeledOHbl, OAHKOBCKHE PEKBUZUTHI M KOIbI
MOATBEPKICHUS] OAHKOBCKUX OTEpaIUid;

® WCIIOJNB3YHTE TOJNBKO TMOPSAOK HW (OPMBI OIUIATHI, TOJIYYEHHUS TOBAPOB,
IpPEeAYyCMOTPEHHbIE JAHHBIMUA UHTEPHET-CEPBUCAMH.

IIpu omnate ToBapa um ycnyr B cetu «HHTepHEeT» (OCOOCHHO MpU MNPUBS3KE

K pEeryJspHBIM IJIaTeKaM WIM aKKayHTaM) TpeOyeTcsl BCErja YYHWTHIBaTh BBICOKYIO
BEPOATHOCTh IMEPEX0Ja Ha NOAACIbHBIA CAUT, CO3JaHHBIA I KOMIIPOMETAIMU
KJIIMEHTCKUX JAHHBIX, BKIIIOYAsl TUIATE)KHBIE KAPTOUHBIE JJAHHBIE.

Jnga  MUHUMM3aUM  BO3MOJKHBIX XMIICHUW TMpPU MPOBEACHUU ONEpalui

C UCIOJIb30BaHUEM ceTu «IHTepHeT» PeKOMEH1yeTCs
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e 0(pOpPMHUTH BUPTYAIbHYIO KapTy C YCTaHOBJIEHUEM pa3Mepa UHAUBUAYAIBHOIO
JUMHUTA, OTPAHWYMBAIOILIETO ONEpalUd, B TOM YHUCIE C HCIOIb30BAHUEM
Ipyrux 0aHKOBCKHUX KapT;

e BHuMarenbHO uyHuTaTh TEeKCThl CMC-cooOmiennii 1 HWHBIX yBEJOMIICHUUN
C KOJIaMU MOATBEPKACHUN, IPOBEPATH PEKBU3UTHI Ollepanui. Eciin peKBU3UTEI
HE COBMAJAIOT, TO TAKOM Mapoib BBOAUTH HEJb3S.

Korma ©Gank cudmraer coBepuiaeMble OT MMEHM KIHMEHTa OIlepaluu
MO/I03pUTENBHBIMH, OH MOKET MO CBOCH MHUIIMATHUBE BPEMEHHO 3a0J0KMPOBATh AOCTYI
k cepucam CMC-6anka u onnaitH-kaOuneta. Eciin onepanuu COBEpIICHBI IepiKaTeaeM
KapThl, sl OBICTPOrO BO300OHOBIIEHUS JOCTYIMA K JIEHEKHBIM CpPEJCTBAM JOCTaTOYHO
MO3BOHUTH B KOHTAKTHBIN LIEHTpP OaHKa.

B cnywae yrepu winm cmeHbl HOMepa TeledoHa, MPUBA3AHHOTO K OAaHKOBCKOM
KapTe, He0OXO0IUMO:

e CBs3aThCA ¢ OaHKOM Uit oTKItoueHus: yeinyru CMC-yBenomienus;

e 3a0JI0KMPOBATH CUM-KapTy, 0OpaTUBLIUCH K COTOBOMY OIIEpaTOpy.

[Ipy BO3HMKHOBEHHWM MAJICUIINX TOJO3PEHUH HACUET MPEAIPUHUMAEMBIX
MOMBITOK ~ COBEPIICHUS MOUICHHUYECKUX JCHCTBUN ClelyeT He3aMeIJIUTEIbHO
yBEJOMJISITH 00 3TOM OaHK.

CobnroieHre MPUBEICHHBIX MEp M PEKOMEHJALUN MO3BOJHUT TMPEJOTBPATUTH
CJIy4au IMCTAaHIIMOHHOTO XMILEHUS IEHEKHBIX CPEJICTB.

3aMecTUTENb MPOKYpOpa
AHaynbckoro paifoHa ®.A. AXMaayJuIvH



